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1. Create User

Pertama kali yang perlu kita lakukan yaitu creatertyang diijinkan untuk koneksi
IPSEC VPN

Pilih menuUser-Local

Lalu isikan username dan password

New User |
User Name | |
[] Disahls
& Password | |
) LDAP [[Plzase Select] ¥
O RADIUS [[Flease Select] v
) TACACS+ [[Please Select] |

2. Create Group
Buat group user di meruser-User Group

Sebagai contoh kita akan membuat group dengan fisenall dan tipenya Firewall.
Setelah itu pilih nama-nama user yang akan dimasukkdalam group ini. Group ini
nantinya akan digunakan saat setting IPSEC VPN

New User Group

Hame

Type
Protection Profile

Available Users/Graups Members

|- Local Users - &) - Local Users -

| by .
i- Users on RADIUS/LDAP/TACACS+ SErvers - lf | - Users on RADIUS/LDAP/TACACS+ sarvers -
|- PKI Users - Eﬁ)i— PKI Users -

¥ FortiGuard Weh Filtering Override
i

oK o ___cancel

3. Create IPSEC VPN
a. Create Auto IKE (Phasel)
Buka menuVPN — IPSEC — Create Phase 1
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Isikan Field sbb :
Name

Remote Gateway
Local Interface
Mode

Authentication Method

Pre-Shared Key
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Mame GW
Remote Gataway [Bialp Use
Lacal Interface [wan1 ]

Mode
authentication Method

) Adaressive ) Main (1D pratection)

[Preshared key v

Pre-shared Key
Peer Options
&) Accept any peer 1D
) Accept this peer ID: 1l
¢y &coept peer 1D n dialup group | BSEC

(xauth, NAT Traversal, DPDY

i Advanced... J
ok o canel D

. Isikan nama phasel
: Dialup User

: wanl (external)

: Main

: Preshared Key

. Isi Preshared key

Isikan Advanced Option sebagai berikut :

P1 Proposal
1 — Encryption : 3DES
2 — Encryption : 3DES

DH Group 5
Keylife : 28800
XAuth

Server Type
Usergroup
Keepalive Frec
DPD

- PAP

: 10
: Enable

: SHAL
: MD5

Authentication
Authentication

: Enable as Server

: isikan dengan user group yang sudah di defiarsgebelumnya

T Manualkey  Concentrator | Honitor
R R :

Lohdvanced.,, f

(» Accept peer1Din dialup group "

(¥auth, NAT Traversal, DPDY

Enable IPSec Interface Mode

Local Gateway IP

P1 Proposal

OH Group
Keylife
Local ID
Xauth
Server Type
User Group
MaT-traversal
Keepalive Frequency

Dead Peer
Detection

Main Interface IP
Specify

‘V Authentication SHAL v
~| authentication|[MDs ~|E B

1 - Encryption EDES
2 - Encryption | 3DES

il s
[z8800 | (120-172800 seconds)
I (optional)

(Disable  (yEnable as Client @) Enable as Server
@PAR (JCHAP (3 AUTO
| firgwall v |
Enahle
1D (10-300 seconds)

Enable

ok J 7 cancel
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b. Create Auto IKE (Phase2)

Lalu selanjutnya buat AUTO IKE (Phase?2)
Buka menu VPN — IPSEC - Create Phase 2
Isikan Field-field sebagai berikut :

Name . Isikan nama phase?2
Phase 1 : Pilih Phase 1 yang sudah di create sebgéu
Advanced

P2 Proposal

1 — Encryption : 3DES Authentication : SHAL
2 — Encryption : 3DES Authentication : MD5
Enable replay detection : check
Enable Perfect forward (PFS) : check
DH Group 5
Keylife : 1800 seconds
Auto keep Alive : Enable
Edit Phase 2
Name (tunnel
Phase 1 Egwe T
P2 Proposal 1-Encryption: | 3DES  + |Authentication: | SHAL |
Z-Encryption; | 3DES v |Authentication: [MDS v | Bl H
Enahle replay detection
Enable perfect forward secrecy(PFS),
DHGrOUp 1 2035 @
Keylife: | Seconds | 1800 :(Secunds) 2i (KBytes)
asutokey Keep &live Enable
DHCP-IPsec [] Enatile
Quick Mode Selector oyree address DDUEI,#’EI .

Source port

o

Destination addressé_D.D.D.D,fD

Destination port D
Protocol D |
ok ) C_cancel )

4. Manambahkan / Mendefinisikan IP Address untuk IPSECVPN Client
Buka menu Firewall - Address untuk menambahkafd&ress untuk IPSEC VPN

Client

Edit Address
[Rematelp ]
Type [Subnet / [P Rangs v |
Subret / IP Rangs|10.10.10.0/255.255.255.0
Interface

address Marme

[ 2ny v

Document ini bisa di download di http://www.bayuseonadji.com



BayuSenoAd;ji.Com
Fortigate IPSEC VPN Configuration

5. Create Firewall Policy
Langkah terakhir yaitu membuat firewall policy uktakses IPSEC VPN

Pilih menuFirewall - Policy

Lalu isikan field-field sebagai berikut :

- tambahkan policy baru dengan Add Policy.

- Source Interface > internal

- Source Address - all

- Destination Address : RemotelP (IP Address unte®HC VPN Client yang
telah di definisikan sebelumnya)

- Schedule : always

- Service : ANY

- Action : IPSEC

- VPN Tunnel . Isikan dengan nama Auto IKE Phasgaftg telah di
definisikan sebelumnya

- Allow Inbound : Check

- Allow Outbound : Check

Semoga bermanfaat
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